1. Create the pre-shared key first.

x& Pre-Shared Keys

0 add -

O

Marme *

A ipecp ]

Tupe ™
AscIl

:R Add, remove and modify Pre-Shared Keys, which are used for IPSec authentication purposes.

Comments ¥

L'l Right-click on a row for futher options.

2. IPSec tunnel setting (general page): this is for remote clients to dial in

“Y ipsec-tunnel

&thertication | Extended Authentication (XAuth) | Routing P IKE Settings | Keep-alive | Advanced

# /) General 5
ij An IPsectunnel item iz used to define IPses endpoint and will appear as a logical interface in the systemn.
i
Hame: ipsec-tunnel
Local Netwark: laninet
Remaote Metwor: all-nets
Remote Endpoint: [Hone)
Encapsulation Mode| Tynnel
&/ Algorithms :j

IKE Algorithms: Medium
IKE Life Time 2oapnp | sesonds
|Pzec Algorithms: Medium
IPsec Life Time 2agon| Fecends

IPsec Life Time

3. select the pre-shared key you created.

£l .
J ipsec-tunnel
General | Authentication | Extended Authentication (<Auth) | Routing © IKE Seftings | Keep-alive | Advanced

#/ Authentication

ol Kilobytes

L]

X509 Cettificate

Root Certificatez): Forailable
AdminCert
rootch
qu_ThA

& ateway Certificate: [Mane)

Identification List: [Mone)

Selected

¢ Pre-Shared Key

Fre-Shared Key:

B
E

Cancel_|



4. Enable the option shown below.

(s .
J ipsec-tunnel
General | Authertication | Extenced Authertication (Xauth) IKE Setting= | Heep-alive | Advanced

#/ Automatic Routing [j

I- Allow DHCF over IPsec from single-host clients
[|7 Dynamically add route to the remote netwodcwhen a tunnel is established ]

# | Packet Sizes L]
Specify the size at which to fragment plaintext padiets (rather than fragmenting IPzec).
Flaintext MTU: 1424

& IP Adidresses Kj

IP address to use as=source IP of the tunnel
[ Automatically pick the address of a local interface that corresponds to the local net
[ Specify addresz manually:

IF Address: ((Mone) w

(=13 I Cancel I

5. Choose the IKE and PFS at your will.

“Y ipsec-tunnel

General | Authentication [ Extended Authentication (Auth) | Routing | IKE Settings | Keep-alive | Advanced

@7 IKE 5]
% Main DH Group
[ Aggressive 2 "

# J Perfect Forward Secrecy ;j
FF% C'H Group
FFS W 2 W

&/ Security Association Ej
¥ ParHet = PerHast

# ) Compatibility Flags :j

l- Cro not verify padding

4 NAT Traversal L]

o
* on if supported and NATed
 on if supported

Ok I Cancel |

6. Disable this option shown below. This isn’t necessary for remote dial in clients.

(a1 N
7] ipsec-tunnel
General [ Authertication | Extended Suthertication (Xauth) [ Routing [TIKE Seftings | Heep-alive

# ) Automatic Route Creation [j

Automatically add route for remote nehwor.

I_ Add route for remote netuok

Route Metric: an

Ok I Cancel




7. Combine the ipsec and lan interface

2 ipsec-lan

#J General [j

% Usze an interface group to combine several interfaces for a simplified security policy.

Name: ipsec-lan

l_ Security/Transport Equivalent

# ] Inerfaces 51

Auailable Selected

wanl - lant
wanz >—>I ipsec-tunnzl
<<I
|

dmz
lanZ2
lan3
ipsec-tunnel-2

4] Comments B

Comments:

[=]4 I Cancel I

8. create the necessary rule.

§ ipsec-allow

General © Log Settings [ MAT [ SAT | SAT Server Load Balancing

&) General ]

g An IP rule specifies what action to pedarm on netwar traffic that matches the zpecified filter criteria.

Hame: ipsec-allow
Actian: Allow
Senvice: all_zervices
Schedule: | |(Mone) v
47 Address Filter L]

Specify source interface and source nebword, together with destination interface and destination netwode. All parameters have to match for

-_}-{- the rule to match.

Source Destination
Interface: ipsec-lan w ipsec-lan
Hetwork: all-nets w all-nets

#J Comments K_j




1. Create a new profile.
I} D-Link ¥PM Client

Ennnectlunltanhguratmn Log 'Window Help

Brofile ; Dutside Line :

=100 x|

Erofile Settings k
E ztended Firewall S etting
Outzide Line Prefis

Logon Optionz

Prafile Settings Backup

Client

’ -
Connect Disconnect D-Llnk
GCtatiztics:
Time online: 00 0c: 0o Timeout (zec) 0O
Data (Tx)in Byte: 0O Direction: -
Data (Rx)in Byte: 0 Link Type: AR AR
Speed (KBytesz) 0,000 Encryption:
2.

Profile Settings E3 |

—Available Prafile

Configure

DFL-1500 [Modemn)
DFL-300

DFL-500 [PPPoE]
DFL-500

DFL-700 [Modem]
DFL-700

DFL-a0

DFL-300
DI-804ke [PPPoE]
D1I-804ke

N-A2 4w+

<PhoneM uml:uer>
LAk wfLAN
xD5SL [PPPoE]
LAk wfLAN
¢PhoneMumber:
LAk wfLAN
LAk wfLAN
LAk wfLAN
xD5SL [PPPoE]
LAk wfLAN
[T A W

Mew Entry & I

Duplicate
Delete
Help

Cancel

ak




3.

Aszistant for new profile
Connection Name » B
E nter the name of the connection - ln

The connection may be given a descriptive name; enter a name in the fallowing field.

Mame of the connechion :

Itest-ipsec

< Back ﬂext\%_ Cancel |

4.

Aszsziztant for new profile

Link type [Dial up configuration] i L]
Select the media type of the connection. D.I‘ln

Determing how the connection o the corporate netwaork: zhould be establizhed. [F the internet iz
to be uzed via modem, set the communication media to "modem’’ and then select the
appropriate maderm,

wo v Communication media : IS0 j

I150M
b odem

#
FPTP
Ext. Dialer

< Back || MHewt > Cancel




5.

Assistant for new profile |
YPMH gateway parameters [ A B
To which %PH gateway should the connection be established D.I‘ln

Enter the DMS name [i.e. vphzerver.domain.com] or the official [P address e, 212.10.17.29] of
the YWPM gateway you want ko connect to,

I1zing Extended Authentication [FAUTH] vou can enter the Lzername and Paszword for the
authentication, |f no authentication data are entered they will be requested when establizhing the
connection.

#! Gateway :
' 192166110254 | firewall WWAN.IP
[T Use extended authentication a4l TH)

@ Uzername :

Pazzword ; Pazzword [Confirm] ;

< Back ﬂer:\tf Cancel |
o)

6.
Aszsistant for new profile Ed

Pre-chared key & B
Comman secret for data encryption - ln

& shared secret or pre-zhared key iz used to encrypt the connection; thiz then needs to be
indentically konfigured on both sides [WPM client and WPH gateway).

E nter the appropriate value for the [KE 1D according to the zelected 1D type.

%% Fre-shared key Pre-Shamd. kg,

Shared zecret : Confirm zecret :

[rr— xxxxxxx)i

Local idertity
Tvps:  |IP Address =]

o
< Back Finizh I Cancel |




7.

Profile Settings |
—Awailable Profile
Frofile Hames Phone Mumber/Link. Type Configure
DFL-300 L&N 7 WLAN ] :
DFL-500 [PPPoE] =051 [PPPoE] Hews Entry
DFL-500 LAM /L :
DFL-700 [Modem] ¢PhoneMumbers Duplicate
DFL-700 LAM /L
DFL-30 LAM /LM Delete
DFL-300 LAM /LM
D1-804ky [PPPoE] w051 [PPPoE] Help
DI-804ky LAM /LM
Dl-824wup+ LAM /WwiLaM Cancel
OF.

8. Create IKE (phase 1) and IPSec (phase 2) policy. They need to match what you set

in the firewall.

Profile Settings

B asic Setting

|dentities

IP Address Azzignment
Remaote Metworls
Firewall Settings

c General Settings

test-ipsec

— IPSec General Settingz

Gateway :

|192.1EE.11EI.254

Policies

&

IKE palicy :
|IPSec paolicy :

Iautu:umatiu: miode

Iautn:nmatin:: rode

Paolicy lifetimes ... I

Palicy editar .

Advanced optionz

Exch. mode

PFS group :

I ki ain bode

INDne

[T Usze IP compression

[T Disable DPD [Dead Peer Detection)

| S 1 1 |

T (T

LCancel




9.
IPSec Configuration

[Eaniigure
----- T DFL-80 [30ES-SHA-DHZ] New Entr
----- WT DFL-900 [3DES-SHA-DHZ] ' I%
----- BT DFL-1500 [3DES-SHA-DHZ] Duplizate
----- WT DFL-300 [3DES-SHA-DHZ]
----- WT DFL-500 [3DES-SHA-DHZ] [efete
..... %T 800 —
----- BT IP5ec Policy Help
Cloze
10.
IKE Policy ]|
Mame : Itest-ike
Authentication | E ncoption | Hazh | OH Group |
Prezhared Key Triple DES SHA DH-Group 2 [1024 Bit]
Authenticatiorn : IPreshared F.ey j Add
Encryption : I Triple DES j i
Hazh :
DH Group - |DHGroup 21024 Bit) 7]
Help | ar. Cancel




11.

IP5ec Configuration
;I Camfigure
Mew Entr
Sec Policy. Duplizate
..... HT D1-824vup+ [3DES-SHA]
----- W1 DFL-80 [3DES-5HA) Delete
..... T DFL-900 [3DES-SHA]
----- W1 DFL-1500 [3DES-5HA) Help
..... T DFL-300 [3DES-SHA]
----- W1 DFS5-500 [3DES-5HA]
..... YT a00 |
=] Close
12.
IPSec Policy
Hame : Itest-ipsec
Pratacal | Tranzfarm I Mone I
ESP Triple DES SHA
Praotocal ; I ESF j Add
Tranzform : ITfiF'|E DES j Remaye
Authentication :
Help | ak. Cancel




13. Again, these settings have to match what you set in the firewall.

Profile Settings  test-ipsec

B azic Settings

IPSec General Settings
|dentities

IF Address Assignment
Femate Metwarks
Firewall Settings

— IPSec General Settings

Gateway : |1 92.168.110.254

Palicies

@ |KE policy ; bezt-ike
IPSec policy : test-ipzec

Palicy lifetimes

T

Palicy editar ...

Advanced optionz

ﬁ Exch mode: | |Main Mode
EFS graup: DH-Group 2 (1024 Bit]

I Uze IP compreszzion
[ Dizable DPD [Dead Peer Detection]

Help | QKI\ Cancel
LX)
14.
Profile Settings  test-ipsec E3 |
Bazic Settings B Identltu.as ;
IPSec General Settinis Local idertity
IP Address Azzignment I IF Address j
Remaote Metworks I
Firewall Settings
¥ Use pre-shared key
%% Shared zecret ; I
Confirmn secret ; I
[T Use extended authentication [AUTH)
$ Uszername I
Pazsword ; I
Help | Ok, Cancel




15. Firewall local-net

Profile Settings  test-ipsec

B azic Setting:

IPSec General Settings
|denhities

IF Address Assignment

Remate Metwaorks
Firewall Setlings

— Remate Metwarkz

Enter the P netwarks the tunnel zhould be wuzed for.
Without entries tunneling will always be uzed.

fyewall local net
MNetwark. addrezses Subnet masks
[ ||1921881.0 | 255.285.256.0
[n.000 |n.000
|n.000 |n.000
[0.0.00 |0.0.0.0
[0.0.00 |0.0.0.0

™| pplitunreling security fon el networks

Help | QK[\ LCancel

by




