DES-3326S Firmware Release Note 
Firmware: 4.03B13

Hardware: B1

Date:Dec 27, 2005

Problems Resolved:
1. Fix the security issues recently reported for unauthorized system access.
2. IPFDB entries lost after clearing ARP entries.
Enhancements:

Limit the access by passwords generated by "D-Link PWD calculator".

Before, if customers forgot their configured passwords, D-Link could generate passwords based on the MAC addresses provided by customers via D-Link HQ maintained PWD calculator. Thus customers can use those "backdoor" passwords via telnet/ web/ console to logon to their switch again.

Now the access of those passwords generated by "D-Link PWD calculator" will be limited to console access only.

This is to minimize the security concern.

Note:

This is a recommended security patch for your customers.
=============================================================
Firmware: 4.03B09

Hardware: B1

Date: Oct 27, 2005

Problems Resolved:

1. Show incorrect port information in IPFDB table.

2. The incorrect counters value of "show packet port table".

3. Secondary IP interface problem link down issue.

4. Can not show static MAC in SNMP.

5. Slow management access while IGMP Snooping enabled

Enhancements:

1. Compatible with DES-332GS V.B1
=============================================================
Firmware: 4.03B01

Hardware: B1

Date: July 5, 2005

Note:
1. Change back ACL MIB OID in R4.02 to be consistent as R4.01 firmware.
swACLIpTable (setting IP ACL mask)

R4.02: 1.3.6.1.4.1.171.11.49.2.1.5.2.2 change back to R4.01: 1.3.6.1.4.1.171.12.9.1.2

swACLIpRuleTable (setting IP ACL rules)

R4.02: 1.3.6.1.4.1.171.11.49.2.1.5.3.2 change back to R4.01: 1.3.6.1.4.1.171.12.9.2.2

=============================================================
Firmware: 4.02B13

Hardware: B1

Date: April 29, 2005

Problems Resolved:
1. Fixed CHT DES-3326S will hang up by virus attack web port 80

2. Fixed From web GUI, can not delete secondary ipif, but from CLI has no this problem.

3. Fix the problem that when enabling RIP on the ip interface, and the port link up and down happens, device will continue rebooting.

4. Fix incorrect RIP hops count.
Enhancements:

1. Take out software ACL

2. Add CPU Interface filtering

3. Disable SW Route and stop the ARP timer when H/W Layer 3 Table is full.
=============================================================
Firmware: 4.01B36

Hardware: B1

Date: April 30, 2004
Problems Resolved:

1. Fix DES-132T module’s bug.
2. Support ATMel flash.
3. Fix LA3_NIF.c memory leaking while send notify for port state change. 
4. Fix giga port S/W link scan need 15 seconds issue while non-Phy or Non-GBIC mocule inserted.

5. Fix two ipfdb AVL trees inconsistency bug.

6. Enlarge L3 memory. For OSPF issue

7. Fix stacking bug, from 7 to 13 unites

Enhancements:

None.. 

=============================================================

Firmware: 4.01B33
Hardware: B1

Date: March 19, 2004
Problems Resolved:
1. Fix un-expected link down and then 2-3 sec link up problem.

2. Fix non-alphanumeric characters will cause device reboot in WI.

3. Fix current time will become wrong after you click the Apply for several time in the WI SNTP field
4. Fix WI can not enable global IGMP/RMON Snooping from WI.

5. Fix trunk group load sharing algorithm bug.
6. Support fast leave In non-querier mode when IGMP snooping is enabled, fast leave.

Enhancements:

None..







